National Workshop for High Court Justices on Cyber Laws [P-1352]

12" & 13" August 2023
National Judicial Academy, Bhopal
Programme Schedule

Saturday

12.08.2023 (Day-1)

10:00AM -11:30AM

SESSION 1

Regulating the Cyber Space: National and International Jurisprudence

Scope of discussion:
v Evolving Jurisprudence Including —
o Digital Personal Data Protection Bill, 2022
o New forms of Remedies etc.
General Data Protection Regulation (GDPR) — EU
Artificial Intelligence Act — EU
Cyber Contract and IT Act 2000
Jurisprudence on State Responsibility for Cyber Attacks: Legal Implications and
Accountability

ANANENEN

Speakers
Justice Muhamed Mustaque

Justice Sanjeev Sachdeva

11:30AM - 12:00PM

Tea Break

12:00PM - 1:30PM

SESSION 2
Jurisdictional Issues in Adjudication of Cybercrimes

Scope of discussion:
v’ Determination of Parties, Place of Commission & Place of Suing
o Theory of Uploader and Downloader
Scope and Interplay between IPC-1860, IT Act-2000, & CrPC-1973
Tests to Determine Jurisdiction
Challenges Relating to Extraterritorial Evidences
o Long Arm Statute & Minimum Contact
o Mutual Legal Assistance Treaties (MLATS): Enhancing International
Cooperation in the Adjudication of Cybercrimes

SNRNEN

Speakers
Justice Atul Sreedharan

Justice Suraj Govindaraj

1:30 PM — 2:30 PM

Lunch Break

2:30PM - 04:00PM

SESSION 3

Examining Other Potential Adjudicatory Challenges
Scope of discussion:
v Conflicting Constitutional Rights —
o Doctrine of Right to be Forgotten (RTBF) versus Freedom of Speech &
Expression
o RTBF, RTE (Right to Erasure) versus Public Rights (Court Records, Live
Streaming etc.)
v Intermediary Liabilities — Monitoring & Collecting “Traffic Data”
o Evolving/Global Injunctions - Feasibility
o IT (Procedure and Safeguards for Monitoring and Collecting Traffic Data or
Information) Rules, 2009
v’ Dealing with New-age Technologies — Awareness & Contemporary Knowledge
o Crypto Currencies
o Non-Fungible Tokens
o Internet of Things (10T)
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National Workshop for High Court Justices on Cyber Laws [P-1352]

12" & 13" August 2023
National Judicial Academy, Bhopal
Programme Schedule

Speakers
Justice Muhamed Mustaque

Justice Prathiba M. Singh

Sunday

13.08.2023 (Day-2)

9:30 AM - 11:00 AM

SESSION 4
Admissibility & Appreciation of Digital Evidence

Scope of discussion:
Relevancy, Authenticity and Admissibility of Electronic Records
Digital Forensics; Search and Seizure of Electronic Records
Chain of Custody and Integrity of Digital Evidence
Contours of Section 65-B in light of Arjun Panditrao Khotkar v. Kailash Kushanrao
Gorantyal

AN NN

Speakers
Justice Prathiba M. Singh

Justice M. Sundar

11:00 AM - 11:30 AM

Tea Break

11:30 AM —12:45 PM

(12:45 PM — 1:00 PM)

SESSION 5
Safeguarding Judicial Institutions from Cyber-attacks

Scope of discussion:

Principles of Cyber Hygiene and Best Practices

Concept of Secured e-Corridors

Incident Response Planning for Judicial Institutions: Preparedness and Mitigation

Strategies

v" Role of IT Security Measures in Safeguarding Judicial Institutions from Cyber-
attacks

v Collaboration with Law Enforcement and Intelligence Agencies to Counter Cyber
Threats to Judicial Institutions

AN

Speakers
Justice M. Sundar

Justice Prathiba M. Singh

(Evaluation and Feedforward)

01:30 PM

Lunch & Departure

Academic Coordinator: Sumit Bhattacharya +91 9425647829; E-mail: sumit.nja@gmail.com & Prasidh Raj
Singh (+91 9425601206) prasidh.singh@nja.gov.in Faculty, NJA.

Administrative Assistance
Sr. No Name & Designation Phone Number Email id
Mr. Chetan Nehete (Event manager) 9425601233 nchetan@nja.gov.in
Mr. Vivek Jain (Asst. Protocol Officer) 9425601220 liaisonoffice@nja.gov.in
Mr. Ranjan Verma (Manager (Hospitality)) 9425648964 ranjan.verma@nja.gov.in
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